I. INTRODUCTION
The Internet is a network of networks, connecting computers and other gadgets together to share information. What has changed increasingly over the past two decades is the ability to connect remote and mobile "things, "objects", "utilities" or "assets" to the Internet and the cloud using wireless communications and low-cost sensors/computing/storage [2] . Johnson [7] in in his view make an allusion that when all these things are interconnected within the network of networks it is called the Internet of Things (IoT). IoT is growing at an exponential rate while its connected components are becoming cheaper and more flexible to use. Kouns [1] indicated that by 2020 there will be over 26 billion connected devices. Others such as, Gartner, quoted by Kouns [1] predicted that by 2017, given the rate at which IoT is growing, 50 percent of employers may ask their employees to bring their own devices to work. The growth in the IoT is primarily fueled by a lot of characteristics. Within this ambit, Holdowsky et al. [12] puts it clearly that this could be attributed to the improved computational power of microprocessors which is doubling every three years. Within the academic panoramic view, Kambies et al. [13] attributes this to the price of sensors that have consistently reduced over the past years with expectation that the price reductions will continue to reduce well into the future. For example, Johnson [7] indicated that the average cost of an accelerometer is now 40 cents, compared to 2USD in 2006. Sensors vary widely in price, but many are now affordable enough to support IoT and businesses that come with it. Accuracy is also increasing. Holdowsky et al. gave an example, of water meters that are able to report more accurately than before. In terms of storage capacity, IoT devices have big storage and ability to collect huge amounts of data and even to transport it using high speed networks than traditional internet or computers [1] . Notwithstanding the above advantages, devices connected to the IoT may, however, expose sensitive information and become potential security risks such as: (1) enabling unauthorized access and misuse of personal information; (2) facilitating attacks on other systems; and (3) creating safety risks [2] . For example, new smart televisions allow users to search the internet, make online shopping, and share videos and data [3] . With these security vulnerabilities, such televisions could expose the information stored or transmitted at risk [4] . Intruders could exploit vulnerabilities to facilitate identity passwords, credit card number theft or fraud [3] . Holdowsky et al. [12] discovered that there are many implementation and configuration flaws in the IoT deployments and developments. For instance in [12] Holdowsky et al. states that flaws such as Denial of Service (DoS) can occur on machines connected to the IoT [12] . DoS is when an intruder manipulates functionality of service on network infrastructure [6] . DoS attack is a concern due to the fact that it adds to the number IoT devices under the risk of being attacked, including remote IoT devices such as sensors, which are less unlikely to be properly secured, making them easier to be exploited [13] . For example, a compromised IoT device could be used to launch a DoS attack [6] . DoS attacks are more effective; the more devices are interconnected the more intruders have access to it. As more and more devices become connected to the IoT, vulnerabilities could increase allowing these intruders to connect to some devices that could also be used in such attacks [5] . For that reason, there is a need of comparing the strength or strengthening algorithms that are used on the IoT. Several methods such as the avalanche effect can be used to compare the strength of different algorithms.
The avalanche effect is a desirable property of traditional algorithm of like Advance Encryption Standard (AES), Data Encryption Standard (DES) or any well-known algorithm [20] . The avalanche effect is satisfied when one input bit is changed, each of the output bits complements with a probability of more than 50% [20] . In context of the symmetric ciphers a small change in the plaintext should cause a huge change in the ciphertext [21] . Alternatively, an error occurs when decrypting the ciphertext [9] . Even if avalanche effect is used to assure security, these algorithms do not consider the bit error characteristics of the Internet of Thing [9] . Patidar et al. [21] indicated that, if an error occurs in the encrypted data over the IoT, which is more likely to happen on other platforms like wireless communications, the decryption procedure at the receiver may cause half of the original bits to be in error due to the avalanche effect. In this study we tested ten algorithms that are mostly used on IoT for encryption. These algorithms are: AES algorithm, Blowfish algorithm, Camellia algorithm, CAST-128 algorithm, Clefia algorithm, DES algorithm, Modular Multiplication based Block Cipher (MMB), Rivest Cipher 5 (RC-5)-32/32/16 algorithm Serpent algorithm and Skipjack algorithm. This paper is organized as follows: section II is the theoretical review, section III is the methodology, the results are presented in section IV and we conclude in section V.
II. THEORETICAL REVIEW

A. Overview
Fundamentally, the IoT creates ubiquitous digital presence connecting different equipment such as sensors which are very vulnerable to attacks. Security within the IoT is of prime importance so as to protect the information crossing through the network. As such, a lot of scholars and academics have proposed different security mechanisms for the IoT. It is indicated that the more devices connected to the IoT, the more chances of security flaws exists, allowing unauthorized person to intrude the connection [5] . It is also indicated that, there are bit errors that occur in the ciphertext when it transferred over the IoT, same as over any other platforms of any wireless communications. When the cipher text is decrypted on the receiver side, it may cause half of the plaintext bits to be in error because of insufficient avalanche effect of algorithm used [21] . Protecting communication on the IoT is still very hard, not only in application data, but also when routing and other metadata. IoT has a lot of vulnerabilities ranging from the installation of algorithm in devices to weak crypto algorithms design and cross-site. Also, there are problems or concerns of privacy, lack of transport encryption, insecure software and firmware, insufficient authentication and authorization. Several methods have been proposed in order to combat this.
Perhaps the most popular of these is in the analysis of power consumption that is involved in the algorithm. Analysing the memory needed to install algorithms in very vital especially when dealing with avalanche effect. No one has considered the avalanche effect of algorithms used on the IoT. An intruder can easily attack a cryptographic algorithm, which has a weak avalanche effect. For that reason, there is a need of comparing the strength or strengthening algorithms that are used on the IoT.
B. Related work
Different algorithms used on the IoT have been enhanced so as to secure the devices connected to the IoT. Fundamentally, these algorithms have been used to, based on extant research and practical implementations, have been used to secure the IoT. In line with the above, the avalanche effect is usually satisfied when changing of one bit in a text is complimented with an avalanche effect with a probability of more than 50% [4] . The avalanche effect is used to test the strength of different algorithms used on the IoT. On a rather plausible academic research, Zibideh [5] showed that the avalanche effect is a desirable property for traditional algorithm like AES, DES and other well-known algorithm used on the IoT. Others such as, Ramanujam et al. [14] used ancient cryptographic algorithms (Playfair, Ceaser and Vigenere algorithms) to scramble input bits with modern cryptographic algorithms blocks of DES and Blowfish to make new algorithm. They used ciphertext of ancient algorithm as the plaintext of modern algorithm blocks. They found out that the average avalanche effect of standard Blowfish algorithm was 28.71%. Similarly, they found that the avalanche effect of standard DES algorithms was 54.68%. Khan et al. [15] compared Secure Force (SF), DES and AES algorithms. SF algorithm was non-complexity algorithm used on the IoT. It is usually used when installation space is limited on a specific device [15] . SF 64, 128 and 192 gave the avalanche effect of 58.2%, 51.55%, and 45.70% respectively after one bit plaintext or key was flipped [15] . Scholars such as Maaita et al. [16] published a paper where pseudo random number generator (PRNG) was used as to increase complexity of the key generation of DES and AES. Dewangan et al. [17] modified AES by changing the form of plaintext and encryption key. They mapped plaintext and encryption key in different binary codes before being used as the inputs of the AES algorithm. Paul et al. [11] applied matrix based key generation on AES instead of using standard key generation of AES. In their proposed method they indicated that there was an enhancement of avalanche effect of AES from 50% to 55% after 10 rounds.
Within the ambit of this literature review, no one has ever tested avalanche effect using initial vector XORed with plaintext and final vector XORed with cipher text. In this paper we will use initial vector XORed with plaintext and final vector XORed with cipher text and test the avalanche effect of all the algorithms researched herein. The vectors will be extracted from irrational digits of PI after the digit 3.
III. METHODOLOGY
In this section we present the method that was used for this study. In this study we used the simulation research based on comparison, using C++, of different IoT security algorithms. The main reason of testing the algorithms was to analyze their avalanche effect and compare with our proposed method. Our proposed method uses the XOR of the plaintext with initial vector and XOR of ciphertext with the final vector in every algorithm tested. After that, an analysis of avalanche effect of our proposed algorithm was done. The difference was in the initial vector and final vector as shown in Figure 1 and Figure 2 . The values of initial and final vector we taken from the value of PI after the digit 3. As matter of fact, our work follows the footsteps of Yang [18] who generated 8366 hex digits string of the value PI after the digit 3. We used Yang's string to create initial and final vectors by extracting their values from two different positions of Yang's string. We must state here that the values of initial and final vectors are not the same because they were extracted from different position of 8366 hex digits string. The avalanche effect was calculated using Figure 3 . In Figure 3 , one bit of the plaintext was flipped one bit at a time, with its cipher text compared to the original cipher text before another bit was flipped. We calculated the avalanche effect at different positions of cipher texts. If two cipher text were not the same in any of the positions, then the avalanche effect was calculated as that number of different positions divided by total number of position of the ciphertext. The dividend was multiplied by hundred to give percentage. The main characteristics that differentiated one encryption algorithm from another was its ability to encrypt data when its time and speed were also measured [19] . We calculated the speed and time taken to perform the avalanche effect of every algorithm. In this section, we present a select few results from our research/study. From Table 1 and Figure 4 our proposed method managed to enhance avalanche effect of 4 algorithms when the key was fixed. From Table 2 and Figure 5 , our proposed method managed to enhance the avalanche effect of four algorithms when plaintext was fixed. Within the domains of this resaerch, Figure 9 indicates which algorithms were fast in terms of encryption and their speed indicated, when key was varied. V. CONCLUSION
From Figure 6 and 7, it can be seen that our proposed method yielded good results by increasing the avalanche effect on certain algorithms even though the change in increase was very small. However, from Figure 8 and 9 it can be seen that the proposed model was faster when using both the key was varied and fixed. All the ten algorithms that are currently used on the internet of things (IoT) failed to give the highest avalanche effect when compared to our modified algorithm on both fixed key and plaintext variation. Comparing all the algorithms when the key was fixed, our modified (proposed) DES performed better than the other algorithms, and when plaintext was fixed, the modified MMB performed better than other algorithms. In this study, in summary, we managed to increase the avalanche effect to 60% of the algorithms tested when the key was fixed and 70% when plaintext was fixed. On one hand, the study managed to increase the speed of two algorithms when key was fixed, these algorithms are AES and Clefia. Also, on the other hand the study managed to increase the speed of four algorithms when plaintext was fixed, these algorithms are AES, Camellia, DES and MMB.
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